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Introduction  
 
Democratic elections are one of the most important ways people around the world choose their leaders 
and shape their future. In recent years, elections have faced new challenges from outside forces trying to 
affect outcomes from abroad, as well as from misinformation that spreads quickly online. These 
challenges make it harder for voters to make informed decisions and can weaken trust in democratic 
systems.  

Misinformation can include things like false news stories, manipulated photos or videos, and 

misleading social media posts. Foreign or third-party actors sometimes use these tactics to divide 

communities, influence voter opinions, or interfere with election results. Because most of these 

activities happen online, they can spread rapidly and reach millions of people with little oversight.  

Countries differ in how they handle these risks. Some focus on protecting free speech and open 

debate, while others emphasize the need for strong rules to defend elections from outside 

interference. Finding a balance between preventing misinformation and protecting basic freedoms is 

a shared challenge for the international community.  

Definition of Key Terms  

Election Interference: Actions by foreign or domestic groups that aim to change how an election 

unfolds or how people vote.  

Foreign Influence: Efforts made by outside countries, organizations, or individuals to affect another 

country’s political decisions, elections, or public opinion.  

Misinformation: False or inaccurate information that spreads, sometimes without bad intent, but still 

causes confusion or harm.  

Disinformation: False information shared on purpose to mislead people often to create confusion or 

manipulate opinions.  

Third-Party Actors: Groups or individuals that are not official political parties or candidates but still 

try to influence election outcomes.  

Deepfakes: AI-generated media that makes it look like someone said or did something they never 

actually did.  

Electoral Integrity: The idea that elections should be fair, honest, open, and reflect the will of the 

people.  

Freedom of Expression: The right for people to share and receive information and ideas without 

unfair censorship.  



General Overview  

Polls and democratic elections used to be influenced mostly by in-country politics, traditional media, 

and public discussions. But with the rise of the internet and social media, the nature of influencing 

voters has changed dramatically.  

Today, it is easier than ever for false information to spread quickly. Many people get political 

information online, where it may not always be accurate or transparent. Social media platforms use 

algorithms to show users content that keeps them engaged, but this can also make misleading or 

extreme content spread faster.  

Foreign governments, private companies, and other groups can create fake accounts, use automated 

bots, or pay for targeted ads to shape political views. They sometimes gather data about voters and 

tailor messages to specific groups, which makes their influence more powerful and harder to detect.  

These trends are particularly dangerous in countries with weak regulations, low digital literacy, or 

recent conflict histories. In such places, misinformation can create divisions in society and lead to 

distrust in democratic institutions.  

Major Parties Involved  

United States of America: The U.S. has experienced several high-profile cases of alleged foreign 

interference and ongoing debates about how to protect election integrity.  

Russian Federation: Often cited in international discussions about cross-border influence 

campaigns, especially online disinformation.  

European Union: The EU has taken legal and policy steps to monitor political advertising and 

regulate online platforms to reduce the spread of misleading political content.  

People’s Republic of China: Has been linked to influence strategies that reach beyond its borders, 

including efforts targeting diasporas and foreign political narratives.  

Developing Countries: Many smaller or emerging democracies struggle with monitoring digital 

misinformation and protecting elections due to limited resources or regulatory frameworks.  

United Nations: Through agencies like UNESCO and the UNDP, the UN works with member 

states to strengthen democratic processes, support media literacy, and promote human rights.  



Timeline of Key Events  

1948: The Universal Declaration of Human Rights is adopted, establishing the basic right to 

participate in free elections.  

1966: The International Covenant on Civil and Political Rights (ICCPR) is adopted, 

protecting key political freedoms.  

2016: A wave of global attention focuses on election interference and digital misinformation during 

major elections.  

2018: The United Nations begins more structured discussions on how digital technologies affect 

human rights and public discourse.  

2020: The COVID-19 pandemic accelerates online political communication, highlighting 

vulnerabilities to misinformation.  

2023–2025: Growing global concern about artificial intelligence, deepfakes, and targeted 

disinformation in political contexts.  

 

UN Involvement & Relevant Resolutions  

 
International Covenant on Civil and Political Rights (ICCPR): Protects citizens’ rights to take part in 
government and supports fair electoral processes.  
 
Countering Disinformation Report (2022): Following a request from the General Assembly, the UN 
Secretary-General released a report titled “Countering disinformation for the promotion and protection 
of human rights and fundamental freedoms.” This report highlights how disinformation can undermine 
democratic participation, including elections, and sets out recommendations for States to protect public 
discourse while respecting freedom of expression.  
 
UN General Assembly Resolution 78/213 (2023): This resolution focuses on promoting and protecting 
human rights in the context of digital technologies. While not exclusively about elections, it 
acknowledges how digital environments including online information spaces affect human rights, such 
as access to accurate information and freedom of opinion.  
 
UN Human Rights Council(HRC): Explores how to balance regulation of harmful content with respect 
for freedom of expression.  
 
 



UNDP Action Coalition on Information Integrity: The United Nations Development Programme 
(UNDP) leads initiatives like the Action Coalition for Information Integrity in Elections, which 
proposes practical actions to protect accurate information during elections. This includes collaboration 
with governments, online platforms, and media to support reliable election information environments 
in partner countries.  
 
UNESCO & AI, Freedom of Expression, and Elections (2025): In 2025, UNESCO and UNDP 
published research on how artificial intelligence affects freedom of expression and elections, exploring 
both opportunities and risks for democratic discourse in the digital age. This brief supports greater 
awareness of how digital tools can influence elections.  
 

Previous Attempts to Solve the Issue  
 
Most current efforts to reduce foreign influence or misinformation have happened at the national or 
regional level. Many countries have passed laws related to campaign finance, cybersecurity 
protections, and requirements for transparency in political ads.  

Tech companies have also responded with policies to flag questionable posts, label political ads, 

and collaborate with independent fact-checkers. However, the results are uneven, some platforms 

struggle to enforce policies consistently, and regulations vary between countries.  

International cooperation has been limited. States worry about preserving their own sovereignty 

and protecting freedom of speech, which makes it hard to agree on global rules. Groups like the 

UNDP and UNESCO promote education and capacity building, but there is no single global 

agreement that fully addresses foreign election influence or misinformation.  

Possible Solutions  

Delegates are encouraged to consider solutions that balance electoral integrity with the protection 

of fundamental freedoms. One possible approach is strengthening international cooperation 

through information-sharing mechanisms, early-warning systems, and joint responses to 

cross-border disinformation campaigns.  

Another potential solution involves promoting transparency in political advertising and campaign 

financing, particularly regarding foreign-linked funding and third-party involvement. This may 

include voluntary reporting standards or international guidelines rather than binding regulations.  

Investing in media and digital literacy is also a key long-term strategy. Empowering citizens to 

critically evaluate information can reduce the impact of misinformation without resorting to 

censorship. Such initiatives may be especially valuable in developing and post-conflict states.  

Finally, collaboration with technology companies and civil society organizations can support 

responsible platform governance while respecting freedom of expression. Any proposed 



resolution should acknowledge the diversity of political systems and prioritize voluntary, 

adaptable measures that strengthen democratic resilience rather than impose uniform standards.  
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